Abstract: A public key cryptosystem is an asymmetric cryptosystem where the key consist of a public key and a private key. The public key, known to all, can be used to encrypt the messages. The private key, kept as secret, can be used to decrypt the messages by the owner. We describe a new public key cryptosystem based on logarithmic approach.
I. INTRODUCTION
A Cryptosystem refers to a suite of algorithms needed to implement a particular form of Encryption and Decryption. Typically, a cryptosystem consists of three algorithms: one for key generation, one for encryption, and one for decryption. The term cipher (sometimes cypher) is often used to refer to a pair of algorithms, one for encryption and one for decryption. Therefore, the term "cryptosystem" is most often used when the key generation algorithm is important. For this reason, the term "cryptosystem" is commonly used to refer to public key techniques; however both "cipher" and "cryptosystem" are used for symmetric key techniques.
There has been considerable interest in the creation of efficient and computationally inexpensive public key cryptosystems since Diffie and Hellman [3] explained how such systems could be created using one-way functions. Currently, the most widely used public key system is RSA, Manuscript is submitted on November 10, 2011. l.Archana Raghuvamshi is with the Adikavi Nannaya University, Rajahmundry-533105,Andhra Pradesh, She is now with the Department of Computer Science.(corresponding author Mobile:9700151859 Email:archanaJaghuvamshir@yahoo.com) 2.P.Venkateswara Rao is Adikavi Nannaya University, Rajahmundry-533105,Andhra Pradesh, He is now with the Department of Computer Science (Email:p_venkat58@yahoo.co.in) which was created by Rivest, Shamir and Adelman in 1978 [9] and is based on the difficulty of factoring large numbers. Other systems include the McEliece system [8] which relies on error correcting codes, and a recent system of Goldreich, Goldwasser, and Halevi [4] which is based on the difficulty of lattice reduction problems.
In this paper we describe a new public key cryptosystem based on logarithmic approach. The system includes a communications channel coupled to at least one terminal having an encoding device and to at least one terminal having a decoding device. A message-to-be-transferred is enciphered to cipher text at the encoding terminal by encoding the message as a number M in a predetermined set. That number is then raised to a first predetermined power (associated with the intended receiver) and finally computed. Encryption procedure uses a simple mathematics i.e., taking the power to the plain text with the encryption key (Public Key), while the decryption procedure uses the same technique i.e., taking the power to the cipher text with the decryption key (Secret Key).The Security of this new public key cryptosystem comes from the interaction of the logarithmic mixing system with independence of p and q.
II. BACKGROUND
Cryptography is about communication in the presence of an adversary. It encompasses many problems (encryption, authentication, key distribution to name a few). The field of modem cryptography provides a theoretical foundation based on which we may understand what exactly these problems are, how to evaluate protocols that purport to solve them, and how to build protocols in whose security we can have confidence.
The idea of a Public Key Cryptosystem (PKC) was proposed by Diffie and Hellman in their pioneering paper [5] in 1976 who, influenced by Ralph Merkle's work on public-key distribution, disclosed a method of public-key agreement. This method of key exchange, which uses exponentiation in a finite field, came to be known as Diffie Hellman key exchange. This was the first published practical method for establishing a shared secret-key over an authenticated (but not private) communications channel without using a prior shared secret. Merkle The GCHQ cryptographers referred to the technique as "non-secret encryption". This work was named an IEEE Milestone in 20 10 [7] . A generalization of Cocks's scheme was independently invented in 1977 by Rivest, Shamir and Adleman, at MIT. The later authors published their work in 1978, and the algorithm appropriately came to be known as RSA. RSA uses exponentiation modulo a product of two large primes to encrypt and decrypt, performing both public key encryption and public key digital signature, and its security is connected to the presumed difficulty of factoring large integers, a problem for which there is no known efficient (i.e., practicably fast) general technique.
In 1979 Michael o. Rabin published a related cryptosystem that is probably secure as long as factorization of the public key remains difficult; it remains an assumption that RSA also enjoys this security. Since the 1970s, a large number and variety of encryption, digital signature, key agreement, and other techniques have been developed in the field of public-key cryptography. A typical class of techniques is RSA-Rabin, which is the combination of the polynomial time algorithm of finding a root of a polynomial over a finite field and the intractability of the factoring problem. Another typical class of techniques is Diffie Hellman-EIGamal, which is the combination of the commutative property of the logarithm in a fmite Abelian group and the intractability of the discrete logarithm problem.
The RSA-Rabin class includes RSA [8] , Rabin [9] , Williams [10, 11] , LUC [13] , Kurosawa-Itoh-Takeuchi [12] , Cubic RSA [14] and the elliptic curve versions of RSA [17, 10] . The Diffie-Hellman-EIGamal class includes the Diffie Hellman [18] , EIGamal [19] , and the ellipticlhyperelliptic curve versions of the Diffie-Hellmanand EIGamal [23, 16, 6] . Several other techniques have been proposed such as the Goldwasser-Micali scheme [15] based on quadratic residuosity, the Ajtai-Dwark scheme [2] based on the lattice problem, the McEliece scheme [2 1] based on the error correcting code, knapsack type cryptosystems including the Merkle-Hellman, Chor-Rivest and Naccache-Stern schemes [22, 7, 24] , and multivariate polynomial type cryptosystems including the Matsumoto-Imai and Patarin-Goubin schemes [20, 25] . However they are not so efficient or not so secure. Therefore, from the practical viewpoint, only two techniques, RSA-Rabin and Diffie-Hellman-ElGamal, have been used in many applications. The EIGamal cryptosystem (invented by Taber EIGamal) relies on the (similar, and related) difficulty of the discrete logarithm problem, as does the closely related DSA developed at the US National Security Agency (NSA) and published by NIST as a proposed standard. The introduction of elliptic curve cryptography by Neal Koblitz and Victor Miller independently and simultaneously in the mid-1980s has yielded new public-key algorithms based on the discrete logarithm problem. Although mathematically more complex, elliptic curves provide smaller key sizes and faster operations for equivalent estimated security. The story of modem cryptography followed.
The setup for a public-key cryptosystem is of a network of clients CJ, C2 •••• Cn rather than an single pair of clients.
Each client c in the network has a pair of keys < Pc; Sc > associated with him, the public key Pc which is published under the clients name in a "public directory" accessible for everyone to read, and the private-key Sc which is known only to c. DslC) where D is a public decryption algorithm. Clearly, for this to work we need that DSc (EplM)) = M. A particular PKC is thus defined by a triplet of public algorithms (G;E;D), the key generation, encryption, and decryption algorithms.
The two main branches of public key cryptography are: Public key encryption: a message encrypted with a recipient's public key cannot be decrypted by anyone except a possessor of the matching private key-presumably, this will be the owner of that key and the person associated with the public key used. This is used for confidentiality. Digital signatures: a message signed with a sender's private key can be verified by anyone who has access to the sender's public key, thereby proving that the sender had access to the private key (and therefore is likely to be the person associated with the public key used), and the part of the message that has not been tampered with. This is used for authenticity.
III. DESCRIPTION OF A PCLA ALGORITHM
Notation: A PCLA Cryptosystem depends on three integer parameters (n, p, q). Note that p and q need not be prime, but we will assume that gcd (p, q) = 1 and q will always be considerably larger than p. n is base of logarithm. It could be any one of (e, 2, and 10). Operation: The PCLA algorithm involves three steps: key generation, encryption and decryption. Key generation: PCLA involves a public key and a private key. The public key can be known to everyone and is used for encrypting messages. Messages encrypted with the public key can only be decrypted using the private key. The keys for the PCLA algorithm are generated the following way: We choose any two distinct integer numbers p and q. For security purposes, the integers p and q should be chosen at random such that gcd(p, q) = 1, and q will always be considerably larger than p. Next we choose n, such that n € (e, 2, 1O)} and n is used as the base for both the public and private keys. We compute a=logn(p) , b=logn( q) and finally we compute e=log p (q), where log p (q)=b/a.Now e is released as the public key exponent. Here e is real number. On a typical computer system, a 'double precision' (64-bit) binary floating-point number has a coefficient of 53 bits (one of which is implied), an exponent of 11 bits, and one sign bit. 
IV. IMPLEMENTATION
A New Public-key Cryptosystem based on Logarithmic Approach is implemented in JAVA. The new public-key algorithm starts from generating the public key 'e' and private key'd'. Our algorithm starts by converting the plaintext by using generated public key into cipher text. And then in the later steps our program converts the cipher text into plaintext by using the generated private key.
Encryption
The certain restrictions are defined on the encryption algorithm:
1. Only the extended ASClI code is encrypted.
2. Base n should be one of the (e, 2, 10), where n is used as the base for both the encryption and decryption process. 3 . Plain text has not more than 20 character length.
Function for generating of the public and private key is follows:
1* Generator of Public and Private keys*1 1* Publi c key-7e, Fhvate keY-7d, p, q-7 any two integer numb ers 3 gcd (q ,q)=1 and p<q, n -7base such that n E (e, 2, 10), a=log.,(p) and b=lo &,(q) * 1 I*public key*1 e=logp (q), where log p (q)= b/a I*pri vate key* 1 d = log q (P), where 10 g q (p )=aIb.
The following steps describe the complete steps in PC LA Algorithm:
Choose two distinct integer nu mbers p and q.
o For security purp oses, the integers p and q sho u ld be chosen at rand om such that gcd(p, q) = 1, and q will always be consi derabl y I arger than p.
2.
Choose n, such that n E (e, 2, 10)} o n is used as the base fur both the public and private keys 3.
Compute a=lo&,(p) and b=log.,(q)
4.
Compute e=logp(q), where logp(q)=b/a o e is released as the pu bli c key exponent. o e is real number. On a typi cal computer system, a 'dou bl e pr eci si on' (64 -bit) bin ary floating-point nu mb er has a coeffi cient 0 f 53 bits (o ne 0 f whi ch is impli ed), an exp onent of 11 bits, and one sign bit.
5.
Determine d= log q (p), where log q (P)=aIb . Alice can re cover m from c by using her private key expo nent d via comp uting, such that m =round{ Cd)
V. RESULTS AND DISCUSSION
Here is an example of PCLA encryption and decryption. The parameters used here are artificially small, but one can also use Open SSL to generate and examine a real key pair. The Decryption is done as follows: Each number of the cipher is multiplied through the same number for d=0.1392 times and the result of this operation is plain text. 25 5 197 In real life situations the random numbers selected would be much larger; Given e, also from the public key, we could then compute d and so acquire the private key.
VI. CONCLUSION
This paper presents new public key cryptosystem based on logarithmic approach. By selecting any of the predefined base and any two integer numbers p & q with some constraint we can generate public key 'e' and private key 'd'. Here we use public key to encrypt the message and private key to decrypt the cipher text. Many researchers have been given various public key algorithms based on different techniques. In this paper unlike the others we have proposed a new technique for public key cryptography by using some simple calculations. A working example has also been shown. We have imposed some restrictions on encryption part of our algorithm. Decryption is straight forward. Presented results show performance of used methods for PCLA algorithm for the plaintext size of 20 characters. These results are only approximation of public key because, the results can by understand as good, but generalized next carefully. 
